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What i1s Winlink

- Worldwide system for sending/receiving e-mail via radio

- Provides email from almost anywhere in the world.
- Mature, well-tested and full featured system.

- Adopted for contingency communication by many federal,
state and county government agencies

- Used by the National Guard (14 units in Tennessee)

- Used by infrastructure -critical NGOs such as International
& American Red Cross, Southern Baptist Disaster Relief,
DHS Tiered AT&T Disaster Response & Recovery, FedEx,
Bridgestone Emergency Response Team, etc.

Amateur Radio Safety Foundation, Inc.
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Primary Winlink Networks

1T AOAOO j OE.AQver I,00DAamdteur users
are registered. Winlink is used by most offshore
sailors. Operates within the international amateur
radio frequency space.

- SHARESZ Federal system providing HF radio
contingency communication for federal agencies.
SHARES operates on NTIS, federal frequencies that are
not part of the amateur radio frequency space.

- MARS z Military Auxiliary Radio Service. Provides
contingency communication for U.S. military.
Operates in NTIS MARS radio frequency space.

Amateur Radio Safety Foundation, Inc.
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Southeastern SHARES Winlink Users
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TEMA: RMS Gateway at State EOC, 4 mobile, Command bus.
Williamson County sponsored RMS Gateway

Madison County RMS (TEMA West) RMS Gateway

Knox County RMS (TEMAEastpending) RMS Gateway.
Cumberland County RMS Gateway.

National Guard has 14 locations using NCC SHARES Winlink.

65 EMA counties, 48 EMS counties, 24 Hospitals including
Vanderbilt University Life Flight.

NGO: FedEx, Bridgestone Emergency Response Team and
AT&T Disaster response team units.

Central United States EarthquakeConsortium (CUSEC):IL, IN,
MO, KY, AR, TN, AL, MS.

Tennessee Department of Transportation
Tennessee Department of Health (next slide).

Amateur Radio Safety Foundation, Inc.



Winlink Has Been Used in Many Incidents
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Disaster Assessment Pictuy&entucky Ice Storm

Kentucky Ice Storm 2009

Cell, Land-line or Fax? NO!

- Air Card? NO!

-Public Safety, Mutual Aid? NO!
- Satellite/Microwave? NO!

-Winlink Radio E-Mail?
Yes! Mobile from a TEMAvehicle.

This picture was one of several
~ sent by TEMA mobile through the

o

£= Winlink radio email system

Amateur Radio Safety Foundation, Inc.
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~“What Winlink Offers for EmComm

- Reliability, Accuracy and Flexibility:
High reliability (99.99% availabllity for 15 years)
100% accurate message transmissions.
Radio connection bridge to Internet e-mail
Radio-only store and forward without Internet
Peerto-peer connections between radio endusers
Various levels of security including message encryption
- Interoperability: Connect different types of systems
- Bridge different radio capabilities (VHF/UHF/HF)
- Bridge protocols: Pactor, Winmor, Packet
- Geographicaldispersion and redundancy for reliability

Amateur Radio Safety Foundation, Inc.



\//
~“What Winlink Offers foEmComm (more)

- Standard email format with many features
Binary file attachments (pictures, pdf, spreadsheets)
Automatic message compression/decompression

Encrypted attachments using the encryption program
you choose. No need to convert to letter groups.

- Time independence and frequency agility

- Stores messages for pickup at a later time.

- Good operation atmost power levels

- Not limited by station -to-station propagation

- Automatic message logging, andCS reportgeneration
- Wide adoption by EmComm related agencies

Amateur Radio Safety Foundation, Inc.
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~ Winlink System Components

Hierarchal levels ofthe Winlink system:

1. Client system z Radio, computer with Winlink software,
TNC (or sound card) and you, the enduser!

2. Radio Message Server (RMS) z Radiogateway between
the client (end-user) and the Winlink system backbone.

3. Common Message Servers (CMS) z Winlink backbone.
5 CMS locations
Redundant, fault-tolerant.
Located on 3 continents.
One CMS is sufficient for normal system operation.

Amateur Radio Safety Foundation, Inc.
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2 Common Message Servers (CMS
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o e .= Remote Message Servers (RMS)
HF: Pactor, WINMOR, Robust Packet
VHF/UHF: Packet
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Amateur Radio Safety Foundation, Inc.



\/
| g

~ Winlink Connection Modes

- HF Pactor z Fast but expensive- $1,500.
. HFWINMOR zO0T1T 1T O | Al 3100 @ $0A O1 O
- VHF/UHF Packet z 9600 baud, $400. 1200, $100.

- Telnet z Non-radio connection through the Internet.
Good for training or if no radio.

- Iridium GO! z Satellite phone connection.
. MESHnetwork O 7EI I EI E OO0l OO /
- Telnet peer -to -peer between to Express users.

Amateur Radio Safety Foundation, Inc.



Winlink Express-mail Client Program

Multiple
call signs

In-box,
Out-box,
etc.

Personal
message
folders

Contacts
address
book

Message  Attachments MoveTo:  Saved Items

el === =

+ Message ID

Read ltems
Qutbox

Sent ltems
Saved ltems
Deleted tems
Drafts

2012/05/07 09:05 | FY7XI132L3VK

2012/05/07 08:40 KMG4HKGPJ35M 1585  SMTP SMTP phil@phils...

Standard

Message ID: KIIG&HFJ—.PJS.JII

Da » 2012/05/07

From: phil@philsherro

To: W4PHS

Source: SHTIP

Subject: Message with attachment

01 0354 01CDZCO03.15A855D0

W-lF'HL This message has an attachment.

Amateur Radio Safety Foundation, Inc.
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omposing a Message in Winlink Express

Click to
start a 4= 4 %  Enter a new message .
message =

Close  Select Ternplate  Attachments  Postto Outbox  Save in Drafts Folder  Spell Check

From: |W4FHS v @ Winlink Message (7) Peerto-Peer Message || Request read receipt

Read ltems X X
Ta: KDV,
Outbox

Sent tems
Saved ltems
Deleted ltems
Dirafis

5t message from Phil

Standard

This i= a test messge from Phil.

W4FPHS

[E1RAATFRAANEut At nst

Amateur Radio Safety Foundation, Inc.
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MQG Receipt Acknowledgements

Positive acknowledgment that message was received
Information about message filled in automatically

HE Acknowledge receipt of message by WAPHS
Select Template  Attachments  Post to Quthox Sawve in Drafts Folder

& Winlink Message {” Peerto-Peer Message

[message acknowledgement]
The following message was receiwved by W4PHS

Subject: S/mars/test
Sender: kd4cix@comcast.net
To: W4PHS

REeceived: 2011/0%/13 15:12
Messzage-ID: VEMNNWEEYEIY
Number of attachment=: 0

k=]

Size: 223

Amateur Radio Safety Foundation, Inc.
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